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Postmarket threats, premarket regulation, and the model inside the device. Three 
sections, the last Tuesday of every month.
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THIS MONTH OCTOBER 2026

Three sections, every month.
What happened, what the regulators moved, and the thing most programs have not tested yet.

eltoncyber.com  |  Medical Device Cybersecurity 2 / 25



01
POSTMARKET  ·  SECTION ONE

AI threats to medical devices
What September's reports and incidents mean for fielded devices and their makers.
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THREAT REPORT POSTMARKET

The labor gap closed in September.
Nine months of misuse in one report. Three of the cases are tooling you now have to assume exists.
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INCIDENTS POSTMARKET

Six weeks, six entries, three device makers.
Three device makers hit in six weeks, with two NetScaler waves and a DICOM parser bug in between.
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OPEN WEIGHTS POSTMARKET

The model you cannot gate.
Downloadable, four months behind the frontier, safeguards off for the price of a GPU weekend.
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THE CLOCK POSTMARKET

The published fix is the exploit spec.
Same-day exploitation was the exception. In September it was the pattern. Your clock did not move.
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SUPPLY CHAIN POSTMARKET

The build step that ran someone else's code.
GemStuffer: 2,000 packages, one documentation builder, and four months before anyone wrote it up.
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WHERE TO START POSTMARKET

Three postmarket moves for October.
None of them need a budget cycle. All of them got more urgent in the last six weeks.
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PREMARKET  ·  SECTION TWO

AI regulatory updates
The standards board, CDRH's FY2027 list, the GenAI paper clock and the EU timetable.
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STATE OF THE ART PREMARKET

Standards board: one move since September.
One went from ballot to print, five stayed put, none are harmonised, and all of them still reach you.
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FY2027 AGENDA PREMARKET

CDRH put the AI guidance on the A-list.
Posted Oct 1. The AI-enabled device guidance goes final this fiscal year. Postmarket cyber stays a B.
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GENAI PAPER PREMARKET

26 questions, 13 days, zero security words.
FDA's GenAI discussion paper closes for comment on October 19. It still has no attacker in it.
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CYBER VS PERFORMANCE PREMARKET

Cyber and performance: one curve, two files.
Drift, poisoning and bias make one curve through one monitor. Two guidance documents claim it.
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EUROPE PREMARKET

Three European clocks, none synchronised.
JTC 21 still writing, the Omnibus moved the AI Act date, CRA reporting live for your suppliers.
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WHERE TO START PREMARKET

Three premarket moves for October.
One of them has a date on it.
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PREMARKET  ·  SECTION THREE

Securing AI inside the device
How a shipped model gets tested, and what the scope needs from your data science team.
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THE PIPELINE PREMARKET

The model is the last frame.
Six of FDA's seven AI threats land before the device exists, in a pipeline that does not ship.

eltoncyber.com  |  Medical Device Cybersecurity 18 / 25



THREATS TO CONTROLS PREMARKET

FDA named the threats, IEC the controls.
Section XII and IEC PAS 63621 describe one infrastructure from two sides. That is the test plan.
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DRIFT PREMARKET

Drift and tampering draw the same curve.
Ground truth arrives months late. Pipeline integrity is the only signal that arrives first.
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TWO METHODS PREMARKET

Prove it, or bound it.
Technical testing needs nothing from you and proves. Feasibility assessment needs access and rates.
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FEASIBILITY PREMARKET

Six measurements, each one experiment.
One target, one batch, one feed. Is the attack practical here, and what is it worth.

eltoncyber.com  |  Medical Device Cybersecurity 22 / 25



SCOPE PREMARKET

Bounded by design.
Hard edges are what make an adversarial ML engagement priced, scheduled and deliverable.
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WHERE TO START PREMARKET

Three questions for your data science team.
The answers are the scope. Most teams can get them in a week.
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NEXT OCTOBER 2026

See you October 27.
Every recording in one place, and the newsletter in between.
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