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When everyone can find
your vulnerabilities

Medical Devices after Al

You get one shot at the premarket evidence, then a postmarket loop that never stops.
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Introductions.

Four seats at the same problem: the sector, a manufacturer, an engineer, and the people testing the products.
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THE SHAPE OF IT

One shot at the evidence and a loop that never stops.

Both get called Al security. They arrive at different times, on different evidence, and they fail in different ways.

= 02 TO 05 POSTMARKET, EVERY RELEASE, FOR THE LIFE OF THE PRODUCT
01 PREMARKET

02 03

Al inside the device The avalanche - Discovery
One submission. The evidence expires. machine-speed finding how the agents actually work
A
Data  — LOOPS
I NEVER FOREVER
Train ) 4
05 04
Model . e
Fixing ——— Management
Device TESTED at discovery speed, with a gate exploitability, chains, priority
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PREMARKET - PART ONE

Al inside the device

—— The model is trained off-device, and so is most of the evidence. One submission, one chance to capture it.
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Al INSIDE THE DEVICE

PREMARKET

The model ships without the pipeline that made it.

Roughly 1,500 Al-enabled devices are on FDA's list. AlImost every submission scoped cyber to the box on the right.

NEVER IN SCOPE, NEVER TESTED, NEVER IN THE SUBMISSION

Clinical data | . Training | Model artifact

hospitals, partners, public sets the environment that never ships weights in a registry

~1,500 295

Al-enabled devices on FDA's list Al/ML 510(k) clearances in 2025
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YOUR PENTEST SCOPE

The device
inference at the bedside

1of7

FDA threat categories a pentest covers
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FDA DRAFT, SECTION Xl PREMARKET

FDA named seven Al threats your testing one.

Section XIlI of the January 2025 draft. Nineteen months old, still draft, and nobody is talking about it.

YOUR PENTEST SCOPE

Data ingestion Training and evaluation Registry and inference The shipped device
Data poisoning Overfitting Model inversion and stealing Model evasion
Model bias Data leakage

Performance drift 6of7 live upstream of the thing you tested
lifecycle attack on the data distribution itself FDA g \ce on Al-enabled device softwar ctions, Section Xl
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TIMING PREMARKET

Cybersecurity starts at model training

You cannot assess poisoning resistance on a frozen model. Those properties were set months earlier.

Where the Al evidence exists Where cyber testing happens
poisoning resistance, overfitting, embedded bias, data controls one gate, a finished binary
Data Train Eval Freeze Integrate V&V Submit

Miss it here and the fix is a retrain

new data handlimes evaluation, new evidence

The evidence expires before the test runs.
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STATE OF THE ART

Standards are coming fast

Five of the six landed in the last twelve months. None are harmonised. All of them still reach you.

ISO/IEC 27090
IEEE P63685 IEC 63450
IN DEVELOPMENT BALLOTED
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AAMI CR515

ISO/TS 24971-2

IEC PAS 63621

PUBLISHED

none

HARMONISED

AND ADOPTION IS NOT THE TRIGGER

A standard exists

i
The notified body may cite it

i
Annex VIl 4.5.1 obliges it

i
You answer it in the file

GSPR 17.2 has said state of

PREMARKET

the art since 2021

8/ 30



O 2 The vulnerability avalanche

Lap one of the loop. What now arrives against a product that is already in the field.
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THE BAR DROPPED POSTMARKET - CONTINUOUS

A ten-year pentester now eighteen dollars an hour.

The unsophisticated attacker just got expert tooling.

Fourteen months. All public. All checkable. Hugging Face
zero-days z
ARTEMIS O
beat ¢ of 10 pentesters .
AlxCC . Mythos
54 of 63, $152 a task . 10 patched targets hijacked
. GTG-1002
. 80-90% autonomous
CVE-Bench
XBOW
. #1 on HackerOne US
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THE INSTALLED BASE POSTMARKET - CONTINUOUS

The softest target is the device you already sold.

Legacy units sell on the resale market with no NDA and no scope. Limited incentive by manufacturers to support.
Third-party researchers are hitting them with Al at low costs.

IF YOU OPERATE THESE DEVICES

supported still in clinical use, no more patches @® Assume the exposure window is open
your manufacturer's fix queue is the constraint
L 1 of suppor
@® Rank compensating controls by chains
segmentation outranks a patch you will not get
Bought secondhand ’ | Put on a bench
resale listings, no NDA, no scope runtime discovery, not firmware
\ review . .
N / @ Ask vendors the six questions

and ask what happens at end of support
Runtime beats firmware analysis on a legacy unit, because the parts nobody

documented are the parts still running.
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VOLUME

POSTMARKET - CONTINUOUS

Sixty-six thousand CVEs this year, and NVD stopped
enriching them.

Discovery got cheap first, the pressure is now on triage.

CVEs published per year

66k
1 Mar 2026 +76%
NVD enrichment cutoff HackerOne submissions
48k Everything published before that Year over year. A quarter of it
date moved to Not Scheduled. confirmed exploitable.

curl ran the experiment for us

Bounty closed in January under 5 percent valid. Reopened in March with
no money, and the valid rate came back to 15 or 16 percent. Roughly 50
curl CVEs expected in 2026.

s 202¢ -k ) to roughly 66,000 in Ju
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Ineatintel by MEDDEVICECYBER
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GUARDRAILS

POSTMARKET - CONTINUOUS

Al safety reached back for a 2005 security control.

There are good and bad intent behind vulnerability discovery.

A classifier that reads the prompt and decides whether the words look like an attack. That is a blocklist.

SQL INJECTION, SOLVED BY STRUCTURE

SQL grammar

User input J

Blocklist: strip quotes, block UNION, escape it
LOST FOR TWO DECADES

Parameterized queries
two channels, so input can never be parsed as command
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A LANGUAGE MODEL HAS ONE CHANNEL

System intent + user words + retrieved content

same stream, same material, no place to put a boundary

Classifier reads the prompt and guesses
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SUPPLY CHAIN

POSTMARKET - CONTINUOUS

Caution: Models have an off switch you do not control.

On 13 June a directive landed at 5:21pm and two frontier models were off for every customer within hours.

YOUR DISCOVERY PIPELINE

Your harness

agents, tools, memory, validators

YOURS

The reasoning model
somebody else's, in someone's jurisdiction

NOT YOURS
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13 JUN 2026

Export directive. Fable and Mythos off for every customer in hours.

1JUL 2026

Restored, gated behind a new classifier a government body signed off on.

ANY TUESDAY

Reasoning effort lowered, context discarded, a quiet quantization.

model access the way you treat a sole-source supplier, and keep the harness portable
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ECONOMICS

Caution: Quality of Service and Fees.

Building internal Al testing capabilities can have unpredictable costs.

Context tokens in an agentic loop 128k

$47,000

64k

32k

8k
. - "

6 weeks

step 1 step 2 step 3 step 4 step 5 step 6 ._,60/40

By step five the per-step cost has risen 32 times. By step fifteen it overflows

POSTMARKET - CONTINUOUS

two agents looping for 11 days with no per-agent
ceiling

of quality complaints traced to three stacked
changes

our own split of runs that pay for themselves

The house can change the deck between hands, and the tokens are already spent.
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POSTMARKET - PART THREE

How Al vulnerability discovery works

03

The harness, the agent swarm, and what one of these did to a real company in July.



HOW IT WORKS POSTMARKET - CONTINUOUS

The harness is the product.

When someone says they use Al for vulnerability discovery, ask what their harness looks like. The model is interchangeable.

A CHAT CLIENT WITH A PROMPT AN AGENTIC PIPELINE
\l \
Paste firmware, architecture, prior findings L Test plan from device context q Scanner _ 1 Runtime
/ / - 2 d
| Y ) »
n ‘
- Orchestrator holds authority [ Exploit Bt Validator
A public model with no device context \ :
Y Orchestrator criticizes every result, then loops
A wall of maybe-issues
ask twice, get two answers, keep no proof A working proof of concept, with the path attached

eltoncyber.com | Medical Device Cybersecurity 17/30



WHAT ITCANDO

OpenAl HuggingFace Incident

POSTMARKET - CONTINUOUS

Two zero-days, one to break out and one to break in, chained autonomously toward a single objective, with no source code.

Seventeen thousand actions with nobody driving.

OPENAI RESEARCH NETWORK

o Sandbox escape e Launchpad
zero-day in the package proxy rooted a public sandbox endpoint
17,600+ 4.5 days
automated actions 9 to 13 July 2026
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e Initial access

HDF5 read, then Jinja2 injection eleven-node self-respawning fleet

T T

HUGGING FACE PRODUCTION

o Node root

‘—"________,,z

o Cluster-admin

one credential mapped to system:masters

0

credential to cluster-admin humans directing it

meativelby \IEDDEVICECYBER o
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THE MESSAGE BOARD

The agents built their own message board.

POSTMARKET - CONTINUOUS

Nobody gave them a way to talk to each other. They wrote files into a package registry and used it as a bulletin board.

ISOLATED EVAL SESSIONS

Agent session A

Agent session B

Agent session C
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Artifactory package registry

a package proxy you can write to is a message bus

12 May

Jun

9Jul

10 Jul

Jul

anyone found softtrace?

agent-07: answer(Q12)=42; need answer(Q19)=?

Bingo arbitrary code execution in Modal sandbox!

All prefixed valid, write tokens! We now have HF accounts.

please_HOLD_swarm_|_prepare_safe_exfil_reply_zz_MAILBOX

4 Jul: their own traffic took the registry down. 8 Jul: they rebuilt the board.

93%

of board traffic was about the 198 tasks no
model had solved alone

100x

lower propensity to compromise infrastructure
inside the production harness

1 day

earlier that chain-of-thought monitoring
would have paged security

meativelby \IEDDEVICECYBER n
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POSTMARKET - PART FOUR

How management of Al vulns works

04

Why volume is not a result, and why exploitability is a separate activity from discovery.



TRIAGE

Volume is not a good outcome.

These findings are right about the code. Where they go wrong is the path.

POSTMARKET - CONTINUOUS

A few

Hundreds Dozens

—
raw findings from scanners, Al pipelines and conditional, gated behind another directly exploitable, and
test tools root cause these carry the exposure
Direct Conditional Weakness

exploitable on its own from a known entry vector

the number that carries regulatory exposure
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real, but only while another root cause holds the
condition open

fix the root and the condition closes

These findings are right about the code. Where they go wrong is the path.

no path on this device today

ships dismissed, with its reasoning, and gets
re-checked
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RATING POSTMARKET - CONTINUOUS

CVE rates 9.8 on one device and zero on the next.

Attack vector, complexity, privileges required, user interaction and scope are all statements about your architecture.

CVE-2025-3140 base score 9.8

DEVICE A DEVICE B
Hospital network L TLS listener Hospital network Lt Signed firmware only
' 9.8 ><
CRITICAL
Vulnerable parser ) Same parser
REACHABLE FROM THE HOSPITAL LAN NO EDGE INTO THE PARSER

One CVE. Two devices. The whole difference lives in the edges

eltoncyber.com | Medical Device Cybersecurity
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REMEDIATION POSTMARKET - CONTINUOUS

Ten vulnerabilities closed by one change.

Exploitation usually needs several conditions to line up. Close the root and the conditionals close with it.

BEFORE: ONE ROOT HOLDS TEN FINDINGS OPEN AFTER: FIX THE ROOT, THE CHAIN COLLAPSES

CVE-2025-4100

Conditional [ Conditional
Root 0
debug port ug p!

CVE-2025-4107

Conditional [ Conditional

CVE-2025-4114
Conditional I Conditional

CVE-2025-4121

Ten tickets became one change. Nobody patched the other nine
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PRIORITY POSTMARKET - CONTINUOUS

Rank a control by how many chains it kills.

The kiosk lock that blocks forty chains outranks the patch that closes one CVE.

CHAINS PREVENTED PER CHANGE

Lock the kiosk shell

=1

40

Authenticate the management port 27

Sign firmware updates

I L 2l
[y |
-
|
[N
[+

Disable the debug header

Patch CVE-2025-3140 ' 1

A scanner would have told you to do the bottom one first.
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POSTMARKET - PART FIVE

Agentic fixing, then round again

Closing the loop. The fix changes the product, and the next release re-opens it.



THE GAP POSTMARKET - CONTINUOUS

Discovery went exponential while remediation improved
nineteen percent.

Machine-speed finding against week-speed fixing is a widening exposure window, and you cannot out-hire it.

sure window

and you cannot out-hire it

Fixing

HackerOne, 20 ar over year, remediation up 19 percent.

)26: submissions up 76 percent ye
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THE FIXING LOOP POSTMARKET - CONTINUOUS

The identifying agent becomes the spec that fixes it.

Same loop discipline as the finding side, with one thing bolted on the end that software teams do not need.

Verified finding
(1)
__ - ~
Retry on failure P ., Add context
(=) (2) THE GATE
"\_._,_/ \.,_,/’
autonomous a human . The device
inside development and validation in a clinic, in use
for anything bound
/f——‘\a ‘/_.._,_\ for a fielded device
| | |
&/ G/ " 4
Build, fuzz, regress Prescribe the fix

Fast where it is safe. Gated where a wrong patch is an outage you caused

eltoncyber.com | Medical Device Cybersecurity
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HONEST LIMITS POSTMARKET - CONTINUOUS

Fixing Requires Device Context and Automation.

Fixes generated, fixes correct, fixes merged without human edit. Audited. Nobody has published it.

HOW MUCH OF THIS IS ACTUALLY EVIDENCED

Google CodeMender

72 fixes upstreamed, every patch human reviewed

GitHub Copilot Autofix

28 min versus 1.5 hrs, a 2024 speed metric only

Snyk DeepCode
80 percent LLM accuracy, vendor defined, 2024

Endor Labs

criticals up 37.6 percent after five Al refinement rounds

Nobody publishes fixes generated, fixes correct, fixes merged without human edit.
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WHERE TO START

Where to start.

Nothing here needs a budget cycle. Half of it is a question you can ask your own team this week.

(_ PREMARKET, THIS SUBMISSION) ( POSTMARKET, EVERY RELEASE)
® Map test cases to all seven Section XII categories, including the ® Point an agentic pipeline at one device on a bench you own, in a
pipeline closed loop
@® Run the DOUP question: what share of the training corpus has no ® Fund exploitability determination as its own activity, separate
provenance from discovery
® Capture the training-time evidence while the environment still @ Put a human and a validation gate in front of anything bound for
exists a fielded device

BOTH PHASES, THIS WEEK
Check what breaks if NVD never enriches another CVE, and ask any Al vendor for an audited fix-correct rate.
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