ELI gN Al TESTING NEWSLETTER - WHITEPAPER

ISSUE 7 - Al MODEL CHOICE AS SUPPLY-CHAIN RISK

Cybersecurity Testing Al Model Arms Race
Heats Up

KEY TAKEAWAYS

e The Wall Street Journal covered the Fable 5 and Mythos story from the model arms-race
angle, framing the Commerce Department's move as partly driven by concern that a
China-linked group had accessed Mythos and could distill or reverse-engineer its
cybersecurity capability; Anthropic says that concern was never raised with them and the
account is single-sourced, so it should be treated as reported, not confirmed.

The real fear is distillation, not theft of model weights: using a capable model's outputs to
train a smaller model that inherits the capability, which an export control does little to
prevent if the model was already reachable when the training data was pulled.

* The capability that matters in cyber is the autonomy of the loop, models moving from
'suggest a fix' toward 'find the bug, propose the patch, write the test, and iterate until it
passes,' which is the same loop on offense and defense.

* Moussouris's read is that foreign and open-weight systems will match Fable and Mythos
'within months.'

* The model is now part of your supply chain and threat surface: where it runs, who
operates it, what jurisdiction it sits in, and what it does with your inputs are security
questions, not procurement footnotes.

* Feeding firmware, vulnerability detail, or proprietary device code into a model is a data-
handling decision (data residency, inference logging, whether inputs train the next
version), and for medical device work the inputs are unpatched weaknesses in devices in
clinical use.

"The model is part of your supply chain and part of your threat
surface."

What "arms race" actually means here

The fear in the WSJ framing is distillation, not walking off with model weights: using a frontier
model's outputs to train a cheaper model that inherits its find, fix, and test capability. The
capability that matters is the autonomy of the loop, the same on offense and defense, and
Moussouris expects foreign and open-weight systems to match the frontier within months.
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Why the model you pick is now a security decision

The model is part of your supply chain and threat surface, so where it runs, who operates it, its
jurisdiction, and what it does with your inputs are security questions. Feeding firmware or
vulnerability detail into a model is a data-handling decision, and for medtech the inputs are
unpatched weaknesses in devices already in clinical use.

Our position

ELTON built its testing on Al for the find, fix, and verify loop but uses only US-based models as a
deliberate constraint, treating jurisdiction and data handling as part of the threat model. The
acknowledged cost is occasionally working with a model a step behind the most capable system, a
trade taken on purpose.

What | am watching

If the US controls its own frontier models while foreign and open-weight models catch up
unconstrained, US defenders get less access to the best tools with no reduction in adversary
capability, the same self-defeating dynamic as the export ban but at market scale. The key
question is whether US providers can hold a capability lead while staying usable for defensive
work under whatever export regime settles.

WS]J reporting: a China-linked group reportedly Moussouris's read: foreign and open-weight systems
accessed Mythos and could distill or reverse- match Fable and Mythos 'within months.'

engineer its capability (single-sourced; Anthropic

says it was never raised with them).

ELTON constraint: only US-based models for the find, Sources cited: WSJ (Jun 2026), Semafor (Jun 13,
fix, and verify loop. 2026), Luta Security / Katie Moussouris (Jun 14,
2026), Anthropic statement (Jun 13, 2026).

Note: the draft contains an unfilled placeholder for Jason's exact WSJ quote (‘'[TBD: Jason, paste your exact WSJ
quote here...]").

About ELTON. ELTON is the leading Al vulnerability discovery and cybersecurity verification platform
for medical devices. ELTON builds a digital twin of each device, continuously identifies new
vulnerabilities across the full stack, and uses Al to determine which are actually exploitable, with every
finding and every dismissal evidenced for regulatory review. ELTON meets FDA premarket (524B) and
postmarket cybersecurity vulnerability testing and management requirements. Read the newsletter and

talk to us at eltoncyber.com.
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