
ELTON TestLink
How on-device testing works, from the order to 

the evidence

Real hardware  |  Out-of-band 5G  |  Paired to the digital twin

Included in every ELTON subscription
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WHY ON-DEVICE

Exploitability Lives on the Device
Source code, an SBOM and an architecture diagram can point at what might be exploitable. Proving it takes an attack on the running product.
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L1  Digital twin

30-40%
of candidate findings resolved Not Affected

•  SBOM and architecture

•  Component mapping

•  Reachability analysis

L2  Code and firmware

50-65%
of candidate findings resolved Not Affected

•  Source and firmware images

•  Custom test harnesses

•  Static analysis

L3  Runtime on hardware

70-85%
of candidate findings resolved Not Affected

•  The real device, cabled to TestLink

•  Live exploit attempts on its interfaces

•  Real-world runtime conditions

TestLink keeps the running product one cable away, wherever it sits, so L3 evidence becomes routine.

Not Affected at L3 means we tried to exploit it on your hardware, it failed, and the test evidence is attached.



WHAT IT IS

TestLink: A Pentester in a Box
A hardened case that cables to the product, carries its own 5G link to the platform, and runs the pipeline against the live interfaces.
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Its own 5G radio

An out-of-band link to the platform. It never 

touches your LAN, so it needs no firewall 

change, IT ticket or jump host.

An interface plate per product

USB, Ethernet, serial and UART, CAN, JTAG 

and SWD, GPIO, BLE and Wi-Fi. Cables and 

adapters are built for the device.

Driven by the platform

The platform sends each test case and stays 

in control while TestLink runs it on the live 

port and streams results back.

Included in every subscription

TestLink comes with managed operation 

and platform access. Request a unit and it 

ships to your site or to our lab.



DELIVERY MODELS

Three Ways to Put a Device in the Loop
Every path runs the same pipeline. Only the place the device sits changes, and you can switch as the program moves.
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Lab shipment

Ship the product to the ELTON lab. We cable it to a 

TestLink on our bench and run the testing.

Remote on-site

The device stays in your building. We ship TestLink to 

your site, your team cables it, and we drive the testing.

Self-service

The unit transfers to your team, and you start runs on 

demand. Results still land in ELTON.

Switching models is one setting on the unit, and ELTON handles the logistics.

A move to the lab issues a return label and an intake slot for the device. A move to your site ships 

the unit to your site contact, and self-service transfers it to your team.



HOW IT WORKS

From Order to Evidence in Five Steps
You order the test, cable the unit and proceed, then ELTON runs it. Every step leaves a record on the test.
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01

Order

Choose TestLink as the 

remote method. The order 

derives what each interface 

needs and who executes it.

02

Pair

Cable the unit, then point 

each cable at its interface on 

the digital twin.

03

Pre-flight

TestLink checks every cabled 

interface before testing 

starts. Issues come back with 

the reason.

04

Execute

ELTON runs the plan. Cases 

on a paired interface run 

through the unit, live.

05

Evidence

Results, findings and twin 

discoveries land on the test, 

pinned to the build.

telemetry the whole way: every unit reports its state, with a heartbeat every 10 seconds while it executes

Nothing to open on your network and no run to schedule. Proceeding from the pre-flight hands the test to ELTON.

Self-service units are the exception, where your team starts the runs directly.



STEP 1 · ORDER

TestLink Goes on the Test Order
Pick how ELTON reaches the device. The order then derives what ELTON needs to reach each component, and who executes each item.
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Choose the access path

Ship it to ELTON, host ELTON on site, or have ELTON test 

remotely over a TestLink. Combine as needed.

The order derives the rest

Each thing ELTON needs to reach a component becomes 

an item, executed by a TestLink, an ELTON Agent or an 

ELTON tester.

Decide every item

Mark each item Provided or Will not provide before the 

pre-flight runs. A TestLink paired to the interface counts 

as Provided.



STEP 2 · PAIR

Cable It, Then Pair It to the Twin
Pairing tells the platform which twin interface each cable lands on. The plan scopes to those interfaces, and every result pins to the release.
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One unit per test

The test holds it until someone removes it, and no other 

test can route through it meanwhile.

Any number of interfaces

USB, serial, Ethernet, CAN and debug headers, as many 

as the device needs. Three or four at a time is common.

Port to device connection

Each row names the TestLink port and where the cable 

lands on the device. It shows Connecting until the unit 

confirms the cable.



STEP 3 · PRE-FLIGHT

Pre-flight Confirms Access Before Testing
The agents check every in-scope access path, TestLink checks each interface it is cabled to, and the materials are checked against the build.
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OK or Issue, with the reason

Each check names its source, the TestLink, an agent or the tester, 

and what it found.

Fix and re-run, or proceed

Your team decides, and proceeding with the issues accepted 

starts execution.

Gaps become named blockers

A case that cannot run names its blocker, so an incomplete 

result always says why.



STEP 4 · EXECUTE

Every Test Case Takes a Known Path
The path comes from the pairing and the scope. The plan shows it as Via, and it updates the moment a pairing changes.
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TestLink

Cases that target an interface in 

scope run through the unit cabled 

to it, the same attack surface an 

adversary would touch.

Via  TL-0417 · ETH-1

ELTON Agent

ELTON's software agent runs 

cases on a component through a 

session or network position. 

TestLink can supply that position.

Via  ELTON Agent · CTX-04

Materials

SAST, SCA and code review run on 

source, binaries and the SBOM. 

No device needed.

Via  Materials

Not testable

An interface with no TestLink 

cabled, or a component nothing 

in scope can reach. The plan says 

what would fix it.

Via  none · pair a unit

ELTON creates and schedules every run against the build in scope.

When the pipeline finds a new path at the port, it proposes a supplementary test case for your team to accept or decline. Str ict mode turns proposals off.



TELEMETRY

Watch Every Unit Live
Every TestLink and every ELTON Agent reports as a source: what it is paired to, its state and the last thing it did.
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Heartbeat every 10 seconds

A unit reports while it executes, and any 

source silent for 60 seconds gets flagged.

States you can read

Executing, Idle, Not paired, Blocked, 

Complete and Offline.

Unit detail

Connection and latency, firmware, the 

port panel, every run through the unit and 

its activity log.



STEP 5 · EVIDENCE

Results Pinned to the Build They Ran On
Each run snapshots the twin at start, so every result traces to the build, the interface and the scope that authorized it.
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Every finding traces to the test case that produced it.

A reviewer can follow any result back to the run, the build and the cable it ran through.

Retest on the next build

The same case reruns on the same interface and 

reports fixed, regressed, still failing or still 

passing.

Twin discoveries

Interfaces and components a run finds go into 

the twin, marked Discovered in testing.

L3 evidence

Not Affected backed by an attempted exploit on 

the real hardware, with the record attached.



WHEN TO USE IT

When a Cabled Device Pays Off
After commissioning, TestLink can stay cabled to the device or reconnect whenever testing is needed.
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Premarket submission

Test the release headed to FDA 

on real hardware, with every 

Not Affected backed by 

evidence.

New firmware build

Load the build on the cabled 

device and rerun the cases 

without a new shipment or 

new scoping.

Researcher disclosure

Reproduce the claim on the 

cabled device without waiting 

on a shipment. Confirm it, or 

document why it does not 

hold.

Multi-release triage

Stage each release on the 

device and check one finding 

across all of them.

If we can't exploit it, we won't call it a vulnerability. TestLink keeps the real device one cable away, so proof 

stops waiting on a shipping label.
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